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EXECUTIVE SUMMARY

CHARLES DEWHURST
t: + 1 713-548-0855
e: cdewhurst@bdo.com

Ready or not, the
global oil & gas industry
must contend with an
ever-changing ‘normal’.

The oil price collapse in late 2014
signified a fundamental change
in the energy marketplace. While
prices have rebounded from the
low of $26 per barrel in 2016, the
supply and demand dynamics that
led to the downturn—a supply
glut due in large part to U.S. shale
and stagnating growth in global
demand—are here to stay. Efforts
to rebalance the markets have
helped inventory levels recover,
but those efforts are contingent
on key producers limiting output.
Gone are the days when success was
linked almost exclusively to high
production volumes and growing
reserves.
It’s the confluence of trends—not
just the new pricing paradigm,
but rapid growth in renewables
along with accelerating technology
advancements—that is reshaping
the industry. The energy company
of the future is one that has
successfully figured out how to
cut costs, enhance operational
efficiencies through digital and

technological transformation, and
diversify its portfolio to include
alternative energy sources.

SUMMARIZING BDO’S
GLOBAL ENERGY 2020
VISION FOR OIL & GAS:

Reflecting on this period of turmoil
and transition, BDO’s Global
Natural Resources team is looking
towards the future to help oil & gas
companies anticipate and plan for
the challenges and opportunities
ahead. We believe that to prepare
for success in 2020 and beyond,
oil & gas companies must strive
to become “Lean, Green, Digital”
machines.

1. OIL PRICES:
By 2020, low oil prices—expected to
remain at or below the $60 per barrel
mark—will spur Gulf Cooperation
Council countries to diversify their
energy mix within the power sector
using auctions to subsidize renewable
energy projects.

The global predictions presented in
this report are based on research and
collective input from BDO’s Natural
Resources leaders around the world.
In addition, the practice leaders from
five countries (Australia, Canada, the
United States, the United Kingdom,
and the Kingdom of Saudi Arabia)
have provided regional predictions
for the industry in their markets.

2. CYBERSECURITY:
By 2020, at least five countries will
see foreign hackers take all or part
of their national energy grid offline
through Permanent Denial of Service
attacks.
3. GLOBAL ENERGY TRADE:
By 2020, the growth of LNG imports
and solar power will bring electricity
to four in five African people.

4. INVESTMENT IN TECH:
While overall spending on R&D
may decline, most of the spending
that does occur will go towards
technologies that enhance
exploration and production (E&P)
efficiencies.
5. DATA DEMOCRATISATION:
By 2020, the average E&P company
will make use of 10 percent of its big
data—up significantly from today,
but nowhere near full potential.

Agree or disagree with our
predictions? We want to know —
reach out to us here.
CHARLES DEWHURST
Global Natural Resources
Industry Practice Leader
+1713-548-0855
cdewhurst@bdo.com
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GULF COUNTRIES DIVERSIFY WITH WIND AND SOLAR
PREDICTION 1
OIL PRICES
BY 2020, LOW OIL PRICES—
EXPECTED TO REMAIN AT OR
BELOW THE $60 PER BARREL
MARK—WILL SPUR GULF
COOPERATION COUNCIL
(GCC) COUNTRIES TO
DIVERSIFY THEIR ENERGY
MIX WITHIN THE POWER
SECTOR, USING AUCTIONS
TO SUBSIDISE RENEWABLE
ENERGY PROJECTS.

The pressure is on for GCC
countries—Saudi Arabia, Kuwait, the
United Arab Emirates, Qatar, Bahrain,
and Oman—to diversify away from
oil, especially when it comes to
electricity production.
The rising domestic demand for
oil, especially in the power sector,
is hindering the GCC countries’
ability to export oil and causing their
economies to contract. In October
2017, the International Monetary
Fund (IMF) cut the 2018 GDP
forecasts for the GCC states from
2.5 percent to 2.2 percent. Non-oil
related economic growth is expected
to reach 2.4 percent in 2018—well
below the 6.7 percent average seen
from 2000-2015. Oil-exporting
countries across the broader region
saw their fiscal deficits skyrocket
from 1.1 percent of GDP in 2014 to
10.6 percent of GDP last year.

sources in the area. Countries
are starting to make renewables
realistic through auction-based
approaches to subsidies. Through
auctions, countries set a target
level of investment in renewables
and allocate contracts to the
most cost-effective bidders.
Almost 50 countries have adopted
this approach, and almost 30
additional countries are considering
following suit.

Although GCC countries have set
targets for deployment of renewables
at the national or local level, the
region has seen little deployment.
By 2020, we predict that relatively
low oil prices will spur GCC countries
to diversify their energy mix within
the power sector. As utility-scale
installed solar and wind costs
continue to decline, they will use
renewable energy auctions to begin
reaching their deployment targets.

$60

GCC countries’ current trajectory is
unsustainable. Most have already
begun importing LNG because of
the shortage in cheap natural gas,
further underlining the need for
efficient, non-hydrocarbon energy
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ATTACK AGAINST THE GRID: A DRESS
REHEARSAL FOR WHAT’S TO COME?
PREDICTION 2
CYBERSECURITY
BY 2020, AT LEAST FIVE
COUNTRIES WILL SEE
FOREIGN HACKERS TAKE
ALL OR PART OF THEIR
NATIONAL ENERGY
GRID OFFLINE THROUGH
PERMANENT DENIAL OF
SERVICE (PDOS) ATTACKS.

The advances in technology that
allow the energy industry to create
new efficiencies and innovations at
the same time require connectivity
that leaves power grids around
the world more vulnerable to
cyberattacks.
Several electric grids around the
world have already come under
threat in recent years, most through
Distributed Denial of Service (DDoS)
attacks. In 2015, an attack on a grid
in the Ukraine temporarily cut power
to more than 200,000 people. A
subsequent attack occurred just a
year later, reportedly carried out by
Russian actors. In May 2017, officials
from the Baltic states—which
are connected to Russia’s power
network but plan to move to the
European Union’s grids—said their
power grids were targeted by Russia
through a series of DDoS attacks.
“On a daily basis there are DDoS
attacks designed to probe network
architecture, so it could well be
possible that something (serious)
could take place later on,” a NATO
official told Reuters.

Any disruption to a country’s electric
grid would have serious implications
for virtually all industries, especially
critical ones like healthcare,
transportation, security, and financial
services. Since 2011, a dedicated
and sophisticated group of cyber
attackers known as Dragonfly has
been targeting the energy sector
in Europe and North America. The
group has used Trojanised software,
spear phishing emails and watering
hole websites to gather intelligence
with the potential for sabotage.

WE PREDICT THAT
TODAY’S ATTACKS ON
THE GRID ARE A DRESS
REHEARSAL FOR A MUCH
MORE MALICIOUS TYPE
OF ATTACK: PDOS. BY
2020, AT LEAST FIVE
COUNTRIES WILL SEE
FOREIGN HACKERS TAKE
ALL OR PART OF THEIR
ENERGY GRID OFFLINE
WITH THE INTENT TO
DESTROY IT.

While the number of total DDoS
attacks decreased by 18 percent
year-over-year in Q2 2017, there was
a 19 percent increase in the average
number of attacks per target. This
could indicate that the quantity
of DDoS attacks may be waning,
but the severity of each attack
is increasing.
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LNG & SOLAR: THE PAIR THAT COULD FLIP THE
SWITCH IN AFRICA
PREDICTION 3
GLOBAL ENERGY TRADE
BY 2020, THE GROWTH
OF LNG IMPORTS AND
SOLAR POWER WILL BRING
ELECTRICITY TO 4 IN 5
AFRICAN PEOPLE.

Africa represents 16 percent of
the world’s population but just 32
percent, or 1.5 in 5 African people,
have access to electricity. The growth
of liquefied natural gas (LNG) could
change that.
While many governments in Africa,
especially in sub-Saharan Africa,
have intensified efforts to invest
in domestic energy production,
inadequate energy infrastructure
has stood in their way. Two out of
every three dollars invested into the
sub-Saharan energy sector since
2000 have been used to develop
energy to be exported rather than for
local consumption.
LNG expansion is forecast to help
natural gas demand outpace demand
for oil and coal through 2040.
Africa presents an opportunity for
LNG producers to find new sources
of demand.

Electricity in Africa has remained
expensive—a particularly difficult
barrier for its population. However,
as noted by the Africa Energy
Outlook, “huge renewable resources
remain untapped,” with further
potential from excellent solar
capabilities across all of Africa.
Foreign solar companies have taken
notice and have installed solar
microgrids or home-based solar
systems across sub-Saharan Africa.
At the same time, African countries
have begun building import facilities
for LNG, including a facility in
Ghana—the first import facility in the
sub-Saharan market. The continued
growth in solar power across Africa
could improve the wider energy
infrastructure, creating a ripple effect
and attracting foreign LNG exporters
to invest in pipeline construction,
a further boon to their business.

Renewable energy has begun to help
more Africans turn and keep the
lights on, and LNG exporters—and
their investors—will follow this
initial track. By 2020, we predict
that the growth of LNG imports and
solar power within Africa will bring
electricity to four in five people on
the continent.
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INVESTING IN TECH TO
KEEP THE LIGHTS ON
PREDICTION 4
INVESTMENT IN TECH
WHILE OVERALL SPENDING
ON R&D MAY DECLINE,
MOST OF THE SPENDING
THAT DOES OCCUR
WILL GO TOWARDS
TECHNOLOGIES THAT
ENHANCE EXPLORATION
AND PRODUCTION (E&P)
EFFICIENCIES.

As downward pricing pressures
rage and with much of the world’s
easy-to-reach oil already consumed,
oil & gas companies are tasked with
producing more with less—or risk
shutting their doors. To accomplish
this, energy companies, historically
slow to do so, are investing in
new technologies to increase
operational leanness while boosting
profit margins.

Technology is present throughout
the energy supply chain, from
locating oil wells and extracting
reserves to refining and transporting
the commodity. Oilfield services
companies like Halliburton and
Schlumberger note that their
customers already use high-tech
equipment and data analytics to
determine whether a well will
produce enough oil to make it
economic—before the drilling begins.
Others are using more advanced
technologies to “refrack” wells
originally drilled using less advanced
technologies to extend their shelf life
and further capitalise on them. When
it comes to new wells, engineers use
software and sensor technology to
determine the right combinations
of chemicals, sand, and water to
maximise extraction. When deciding
where to drill, E&P companies
already rely on a combination of
Monte Carlo simulations and 3D
seismic surveys to generate 4D
seismic imaging and project future
physical changes to the oilfield and
reservoir. Using current technology,
the industry has about an 80 percent
overall drilling success rate.

While oil & gas companies have
in the past been labelled “low
R&D intensity,” investing less than
1 percent of net revenue in R&D,
spending on innovation and R&D
has increased notably over the last
few years.
Investing in innovation is the first
step towards global oil & gas
companies reducing expenditures
while maximising production and
maintaining margins. By 2020, while
their overall R&D spending may
decline, oil & gas companies will
put most of their remaining dollars
into technologies that boost E&P
efficiencies in an effort to do more
with less.
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DEMOCRATISATION OF DATA
PREDICTION 5
DIPPING INTO THE DATA
BY 2020, THE AVERAGE E&P
COMPANY WILL MAKE USE
OF 10 PERCENT OF ITS BIG
DATA—UP SIGNIFICANTLY
FROM TODAY, BUT
NOWHERE NEAR FULL
POTENTIAL.

As the adoption of new technologies
quickens, the upstream sector’s
access to data will grow
exponentially. Under the pressure of
subdued oil prices, the ability to tap
into that data becomes a lifeline.
Upstream companies place tens
of thousands of data-collecting
sensors within wells and surface
facilities to monitor assets and
environmental conditions in real
time. When used correctly, data can
create efficiencies across the entire
E&P process—from locating and
extracting hydrocarbon to arranging
for delivery to trucks and pipelines
for transport and refinement. In the
discovery stage, E&P companies
can use data analytics to analyse
year-on-year geological survey data
to determine the best places to drill.
During the drilling phase, drill bit and

rig technology can track progress
continuously and create more
accurate and safer drilling processes.
When it comes to extraction,
data can be analysed to conduct
predictive maintenance on wells and
determine whether certain wells
should be re-fracked.
While most E&P companies have
adopted new technologies, they still
lack the data analytics capabilities
needed to extract the maximum
value of that data. Upstream
companies are often unable to
integrate different sources of data,
and information gathered from
different datasets is left in silos,
unavailable to decision-makers who
need it most. Technology companies
providing the data infrastructure
are often unaware of how to
apply the analytics tools to the oil

industry effectively. As a result,
most data collected from upstream
operations, while it may be used
for issue detection and control,
is never used for performance
optimisation. The average offshore
rig has 30,000 data-generating
sensors, but less than 1 percent of
that data is analysed and used in
decision-making.
As tech companies begin to partner
more with the E&P sector, we expect
innovation to accelerate and better
data integration across organisations
to take shape. By 2020, we predict
the average E&P company will make
significant strides towards data
democratisation, making use of 10
percent of its big data—up notably
from today, but still nowhere near
full potential.
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THE UK’S ENERGY FUTURE WILL BE A
SELF-SUFFICIENT ONE
PREDICTION 1
SHALE RESERVES
BY 2020, THE UK WILL HAVE
COMMERCIALISED ITS
SUBSTANTIAL SHALE GAS
RESERVES AND WILL BE
ENERGY SELF-SUFFICIENT.

For a country reliant upon imported
energy, the discovery of substantial
quantities of domestic shale gas has
provided the UK with an opportunity
to become energy self-sufficient.
The UK government recognises this
potential and has offered favourable
tax breaks to shale-gas producers
and initiated fast track planning
procedures to kickstart production.
Today UK energy security is in flux
and worryingly uncertain. Last year,
Prime Minister Theresa May halted
a deal with China and France to
develop a new nuclear power facility
at Hinkley Point. In addition, the

more traditional forms of energy
production in the UK, like energy
from coal-fired power stations,
are unsustainable in the long term
if the UK is to meet its carbon
reduction obligations. The UK’s
dependence on natural gas imports
can be eliminated if it embraces
shale gas production.

How much of this is recoverable
is unknown, and this is only one
relatively small region. When you
consider the potential in other areas
of the UK and the potential for
offshore reserves, the opportunity is
huge and could transform the UK’s
energy market significantly.

However, there are wildly differing
estimates of how much shale gas
there is in the UK. In 2013, the British
Geological Survey suggested that
within the Bowland Shale of central
Britain there could be between 822
trillion cubic feet (Tcf) and 2281 Tcf.
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THE UK: FUTURE FRACKING CAPITAL OF THE WORLD?
PREDICTION 2
FRACKING
BY 2020, THE UK WILL
HAVE DEVELOPED THE
MOST ROBUST PLANNING,
LICENSING, AND
OPERATING REGIME FOR
FRACKING IN THE WORLD.

The UK has large potential reserves
of shale gas. Shale gas or oil is
trapped within impermeable shale
rock. In contrast, conventional
natural gas deposits, such as those
under the North Sea, are trapped
below impermeable rock. Therefore,
simply drilling down to shale gas is
not enough to extract it. The rock
must be fractured at high pressure to
get the gas or oil out. This process is
known as fracking.
The biggest barrier to fracking in the
UK is public opposition. A 2017
survey by the UK Department
for Business, Energy & Industrial
Strategy showed just 16 percent of
people support the process of shale
gas extraction, down from 21 percent
in 2016 and the lowest since the
study was launched five years ago.

Almost half of the survey participants
admitted to knowing little about
fracking. There remains a widelyheld belief amongst the public that
the UK does not need to access the
energy potential in shale to protect
its national energy security.
To help alleviate some of the
concerns raised by the public,
the UK government proposed a
series of wealth funds to support
local community projects in areas
where fracking was used in shale
gas production. More recently, the
government announced its intention
to make the distribution of the
gains from shale gas production
simpler by making direct payments

to individual households. However,
these initiatives do not appear to
be enough to gain majority support
from the UK populace.
The current process for obtaining
permissions to drill for shale gas is
established, but the UK population
needs education on the robustness
of the licencing process and the
process of fracking itself. Only then
will the UK’s planning, licencing, and
operating regime be world class.
The UK people need education and
knowledge to encourage the general
population to support fracking, and
the UK government needs to be clear
that shale gas reserves are crucial to
the UK’s energy security.
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THE NATIONAL GRID WILL TUMBLE
PREDICTION 3
SECURITY
THE UK NATIONAL GRID
WILL BE THE TARGET OF
A MAJOR CYBERATTACK
BY 2020.

There is growing concern in the
UK around the threat posed by
cyberattacks on power stations and
electricity grids. The UK has already
seen the devastation and confusion
that a large-scale cyberattack can
have on its infrastructure when
the WannaCry ransomware attack
hit the National Health Service in
May 2017. Commentators have
highlighted that the danger to UK
energy infrastructure is heightened
because of the trend away from
well-protected, centralised large
power stations and towards
decentralised power, such as small,
flexible gas power plants and solar
panels on homes.

There are also a growing number
of web-based devices that help us
control our personal technology,
including the national roll out of
smart meters to our homes and the
use of connected home technologies
to control everything from our lights
to our heating to our home security.

Cybersecurity in the energy sector
has been high on the agenda for
many of the big energy companies
for years and has been a focus of
governmental debates. It is clear
this is one area no one can afford
to ignore and where we all must
remain vigilant.

It therefore is easy to predict that
determined cyber criminals could
target the UK at both a national
energy level and a localised
community, household level. The
implications and potential effects
of such attacks are huge–they could
limit or cut off hospital services,
street lighting, household heating,
and communication. The list of
potential liabilities is endless.
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SMALL OPPORTUNITIES: THE
BEGINNING OF GREAT ENTERPRISES
PREDICTION 4
INVESTMENT
BY 2020, INVESTORS WILL
HAVE DIVERSIFIED THEIR
INVESTMENT PORTFOLIOS
IN THE OIL & GAS SECTOR.

It was an ancient Greek statesman
who said that small opportunities
are often the beginning of great
enterprises. The same can be said
about the oil & gas sector today.
Following the dramatic fall in oil
prices in 2014, there has been a
slow but steady recovery in prices
to its current level of around $60
per barrel. Statistically, this is a
huge increase over the last few years
but still falls significantly shy of
the high of $115 per barrel seen in
March 2011.
In Drilling Down 2017, we noted
that the proceeds from secondary
fundraisings more than doubled in
2016. Other notable findings include:
Alternative Investment Market
(AIM) oil & gas shares outperformed
the FTSE AIM 100 index and 31
companies raised an average of
$21.1 million in 2016, compared to
33 companies raising an average
of $12.8 million in 2015. However,
the number of AIM-listed oil & gas
companies fell again. There are
more positives in these stats than in
recent years.

To survive during the oil price crash,
companies slashed their capital
expenditure programmes and sought
efficiencies in every corner of their
business. With rebased costs and
oil prices creeping back up slowly,
companies are now beginning to
view new investments in resource
development as more attractive. We
have already seen the green shoots
in the market place. Now that there
is more interest from the capital
markets in projects, companies are
finding it (relatively) easier to raise
funds where the payback can be
demonstrated. Margins, meanwhile,
look more sustainable for the longer
term and consolidation is seen as
a positive. Investors seem to have
learnt what “good” looks like.
These small steps will create the
opportunity for the great enterprises
in the sector that are yet to come.
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THE UK: A BEACON FOR DIGITAL INNOVATION IN
THE GLOBAL MARKET
PREDICTION 5
DIGITAL DEVELOPMENTS
BY 2020, ROBOTS AND
OTHER TECHNOLOGIES
WILL REPLACE SOME OF THE
ENERGY LABOUR FORCE.

Oil & gas companies ruthlessly cut
costs and sharpened their investment
filters to survive the low oil price
environment. That drive for efficiency
now needs to focus on innovation
to create long-term productivity
improvements. This is therefore the
right time for the industry to grasp
the benefits of digital innovation:
Companies are working off a lean
cost base with a $60bbl oil price that
offers improved margins without
bringing the super profits that breed
complacency.
The use of big data, algorithms,
machine learning, and artificial
intelligence (AI) are having a
powerful impact on other sectors

of the economy. By 2020, the UK
oil & gas sector will have embraced
a digital mindset as it seeks out
productivity gains. We have already
seen tangible progress, such as
predictive maintenance sensor
systems and AI being deployed to
analyse historical well data and help
select optimum drilling locations. By
2020, innovators will be deploying
AI to manage drilling in real time and
remove costly human error. The use
of predictive analytics to anticipate
equipment failure will be the norm
and robotics will have started
to replace humans for repetitive
tasks such as replacing damaged
equipment.

The need to drive efficiency in its
mature UK Continental Shelf assets,
leading oil services capabilities built
around Aberdeen, and a thriving
technology sector in the UK, will
come together to deliver innovative
solutions for the global oil & gas
industry. Companies that embrace
the change will thrive.

CONTACT
Louise Sayers (Director) +44 (0) 20 7893 2714
Ryan Ferguson (Partner) +44 (0) 20 7893 3745
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